
Technical teams, o�ten 
because of glaring 
cybersecurity skills 
gaps, just don’t know 

what to do about the increasingly 
aggressive cybercriminal. This 
is especially the case amid the 
complexity of new-normal 
architectures in which visibility of 
IT assets and identities from the 
endpoint to the cloud has become 
a challenge.

But not everyone is taking 
the cyber-onslaught lying down. 
In the GCC, enterprises and 
governments are fi ghting back 
with everything they have. But 
even among the top-ranked cyber-
combatants, work still needs to be 
done to optimise defences against 
would-be attackers. One way to 
do this is to look at successful 
attacks and see what they have in 
common. In almost every breach 
event, a privileged account is a 
major link in the attack chain, so 
it should follow that the protection 
of privileged accounts, whether 
used by humans or machines, 
should be ‘job number one’ in any 
lucid security strategy. 

Here is a list of the most 
important privileged accounts 
to discover:

Domain admin accounts
These have access to every nook 
and cranny – your digital estate’s 
crown jewels. Administrator 
accounts are the keys to the 
kingdom and organisations should 
keep them, and the number of 
employees that have access to 
them, to a minimum.

Non-human automation 
accounts
Any account that accesses 
applications, operating systems, 
databases, services, network 
devices, or any other important 
asset for the purposes of data 
sharing can result in compromise 
if one asset in the chain can be 
used for an authenticated ‘hop’ to 
others. Hops will continue until 
higher privileges can be captured. 
In most cases, shared accounts 
are unnecessary but convenient. 
Their persistence, however, 
can represent a large security 
hole, so they should always be 
placed under privileged-access 
management.

Management solutions
Any tool used to manage, 
monitor, confi gure or automate 
the environment should not use 
shared accounts. In keeping user 
access to these solutions on a 
one-to-one basis, organisations 
block a signifi cant attack vector. 
All administrator accounts 
used to oversee and maintain 
applications, networks, and other 
so�tware-based assets should be 
placed under access management, 
whether the admin work occurs 
on premises or in the cloud, 
and whether it is performed by 
employees, contractors, vendors 
or auditors.

Service accounts
Services are the backbone 
of Windows setups and the 
accounts that run them o�ten 
have credentials that can be 
repurposed to compromise the 

OS or an application, even though 
they cannot log in locally. Service 
accounts can be shared across 
multiple assets. PAM solutions 
will synchronise changes to 
ensure the e�  cient restart of 
services, so identifying locations 
for service accounts and linking 
shared ones together is vital 
during the asset-discovery phase. 

Cloud accounts
These accounts are mainly 
responsible for creating runtime 
instances of assets, and so 
they should be registered in an 
inventory, given the complexity 
of modern environments. It is 
vital to manage their credentials 
in the context of determining 
when they are overprovisioned, 
out of use, or have a history of 
misuse.

Specialty accounts
Specialty accounts traditionally 
lack strong password practices 
and are commonly shared. 
One best practice is to enforce 
unique, strong passwords on 
all such accounts. Password 
management solutions are 
typically incapable of tracing 
a network path to remote hosts 
to manage specialty credentials, 
which presents a challenge. 
However, PAM agents and their 
unique discovery functions can 
overcome these problems.

Accounts with embedded 
credentials
Scripts, confi g fi les, or compiled 
code can all embed identities, 
especially in the DevOps age of 
automated, agile development. 
But developers are less able 
to predict the attributes of 
modern runtime environments, 
so onboarding these credentials 
for appropriate management 
is crucial. Code may need to 
be redesigned and recompiled. 
PAM solutions can discover and 
replace embedded identities 
with API calls or dynamic 
credentials.

In almost every breach event, a privileged account is a major link in the 
attack chain, so it should follow that the protection of privileged accounts, 
whether used by humans or machines, should be ‘job number one’ in any 
lucid security strategy
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Another day, another 
high-profi le ransomware 
attack. That’s how the 
rolling news of the last 

year has played out as bad actors 
exploit new vulnerabilities in 
remote working infrastructures. 
There were 2,084 ransomware 
attacks in the US in the fi rst half 
of 2021, a staggering 62 per cent 
increase from the same period 
in 2020. And that’s just the 
complaints that are reported to 
the FBI.

What’s more, given its relatively 
low risk and high reward nature, 
ransomware techniques are 
o�ten highly successful. With the 
emergence of cryptocurrencies, 
cyber criminals can be di�  cult to 
trace. Since the Covid-19 pandemic, 
ransomware has burgeoned into 
a multibillion-dollar industry. 
Collective global ransomware 
costs to businesses for 2021 are 
estimated to exceed $20bn, with 
the average breach yielding a 
ransom of $4.6m.

The truth is cybersecurity 
incidents involving corporate data 
being withheld through criminal 
infi ltration or ransomware have 
been carried out for years. So much 
so, that any single organisation is 
o�ten violated more than once.

RISKS AT SOFTWARE 
RUNTIME
Ransomware attacks can be 
executed in a matter of seconds. 
Malware varieties o�ten gain 
system access though SQL 
injection, stealing credentials, 
phishing and other social 
engineering methods. Once inside, 
threat actors access data, hijack 
operations, deploy encryption 
tools, encrypt data, and, once they 
have the data, demand a ransom.

Such attacks do the most 
damage when they move from 
desktops to servers. Inside 
servers, the malicious code runs 
at the same time as applications, 
infi ltrating application 
architecture, data sets and 
complete workloads. 

Enterprise applications in 
runtime are among the most 
vulnerable to the threats posed 
by ransomware malware. Multi-
step kill chains, fi leless malware 
and remote code execution are 
now able to bypass conventional, 
signature-based, probabilistic 
security tools.

FOCUS ON PROTECTION, 
NOT CURE
The good news is that continuous 
innovation has now yielded a 

breakthrough solution to prevent 
ransomware malware from 
running in-memory alongside 
runtime applications.

Protection of runtime applica-
tions requires that every action 
be fully mapped and understood. 
Such protective solutions should 
monitor every step of application 
execution and only permit prede-
termined actions. This is known as 
‘deterministic protection’.

These types of innovative 
solutions do not permit any 
runtime applications that are not 
predetermined including malware 
that is loaded in-memory. The 
malware routine in-memory will 
appear as a deviation from the 
concurrent runtime and will be 
prevented from execution. 

By comparison, conventional 
cybersecurity tools cannot 
distinguish between expected and 
deviant behaviour. Such tools also 
fail to prevent ransomware because 
they do not have application 
runtime visibility. 

Conventional tools o�ten only 
control, protect and provide 
visibility before and a�ter 
application runtime – and not 
when the application deviates from 
its intended performance.

This breakthrough approach 
protects the so�tware workload 
while it is in runtime and 
prevents ransomware attacks on 
applications and workloads. It 
also creates a snapshot of all 
critical applications, including 
fi les, scripts, binaries, container 
images, libraries, and only 
allows predetermined processes 
to execute.

No matter which platform is 
being used by applications, such 
as cloud, on-premises, containers, 
hybrid, or air-gapped, runtime 
application protection ensures 
pervasive high security levels. 
This type of deterministic 
protection promises to temper 
the present-day threats of 
ransomware, no matter what 
level of advanced malware 
sophistication is being used.

Runtime protection, where all runtime actions are monitored, is the optimal 
solution for protecting your business from cybercrime, writes Danny Kim
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